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Agenda: CISA, Services & Partners, Workshop- Vulnerabiii
Scanning, Cyber Grants, Incident Response Plan
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Cybersecurity and

Infrastructure Secu r|ty + ............................

Agency (CISA) Q =y

VISION

Secure and resilient
infrastructure for the
American people.

MISSION

Lead the national effort to -
understand, manage, and reduce -

risk to the nation’s cyber and

physical infrastructure.




CISA’s Core
Capabilities
AT A GLANCE
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PARTNERSHIP DEVELOPMENT

INFORMATION AND DATA SHARING

CAPACITY BUILDING

INCIDENT MANAGEMENT & RESPONSE

RISK ASSESSMENT AND ANALYSIS

NETWORK DEFENSE

EMERGENCY COMMUNICATIONS



16 Critical Infrastructure Sectors
Education Infrastructure is Critical Infrastructure
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The Education Facilities
Subsector covers
pre-kindergarten through
12th grade schools,
institutions of higher
education, and business
and trade schools.
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CISA Region 8 — Montana Cadre

CISA CISA
Cyber Security Advisors Protective Security Advisors
Joe Frohlich Randy Middlebrook
Cybersecurity State Coordinator (CSC) Protective Security Advisor (PSA)
State & Local Government, Helena
K'12, ngher Education Albert Mendoza
H
glena Protective Security Advisor (PSA)
Travis Light

Billings
Cybersecurity Advisor (CSA)
Critical Infrastructure Focus

Helena




Contact Information

Joe Frohlich joseph.frohlich@cisa.dhs.gov

Cybersecurity State Coordinator 406-461-2651
Region 8 - Montana

Travis Light travis.light@cisa.dhs.gov
Cybersecurity Advisor 406-894-8374

Region 8 - Montana

Randy Middlebrook randy.middlebrook@cisa.dhs.gov
Protective Security Advisor 406-839-1165

Region 8 - Montana

Albert Mendoza albert. mendoza@cisa.dhs.gov
Protective Security Advisor 202-702-0798

Region 8 - Montana

iodregionaloperations@cisa.dhs.gov
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mailto:iodregionaloperations@cisa.dhs.gov

Who's Job is it for Cybersecurity?




|s your School or District Above or Below the
Cybersecurity Poverty Line?




The Threat Is Real — Here in Montana

Sanders
County

-Ledger

YOUR BEST SOURCE FOR SANDERS COUNTY NEWS

Obituaries

Home News ~ Sports Communities ~ Opinion ~

Yellowstone Public Radio

Ransomware affects T. Falls school district

19 K
GIKXLF

News  Weather G 84 Positively Montana  Indian Country  Wildfire Watch  Contests  Find MTN

attacks

How Havre Public Schools
Handled A Ransomware Attack

Flathead hackers found to have history of cyber

Montana State University Ransomware
Attack, Hackers Steal Over 100GB Data

Q_, Ashish Khaitan N ©o0
oa

NEWS > LOCAL NEWS 0O X %

Butte School District shuts down computer
network after system compromised

Montana schools still vulnerable to cyber
attacks, experts warn

Matt Hoffm Aug 29,2010 SPECIAL REPORT  SPOTLIGHT

Ransomware criminals are targeting
nation's schools, dumping kids' private
files online

FRANK BAJAK, HEATHER HOLLINGSWORTH and LARRY FENN Associated Press

I
O

EducationVveek.

LEADERSHIP POLICY & POLITICS TEACHING & LEARNING TECHNOLOGY oP

PRIVACY & SECURITY

Schools Are a Top Target of
Ransomware Attacks, and It’s
Getting Worse

a By Lauraine Langreo — August 17, 2023

Butte School District loses money in cyber crime

by NBC Mont
Updated Fri, February 3rd 2023 at 6:21 PM



Range of Cybersecurity Assessments

STRATEGIC
Cyber Resilience Essentials (Strategic) -----------======-mmmmmmemememeeee-

Cyber Performance Goals (Strategic)

External Dependencies Management (Strategic) ------- --

Cyber Infrastructure Survey (Strategic) -----------========mmmmmmmmmmmememee-

Cyber Resilience Review (Strategic) ----------=-=======mmmmmmmmmmmmm e -

Web Application Scanning (Technical) ------=========memmmemm e

Vulnerability Scanning / Hygiene (Technical) --------------=--=-==---om———-

Remote Penetration Test (Technical) -----------=-==== ==~

Risk and Vulnerability Assessment (Technical) ----------- -

TECHNICAL




CISA School Safety & Cybersecurity for K-12

School Safety Cybersecurity for K-12
K-12 Bystander Reporting *Cyber Education Resources
Toolkit | *K-5, 6-8, 9-12

*STOP Ransomware (K-12)

*SchoolSafety.gov

_ J U *Cybersecurity Guidance for
*K-12 School Security Guide K-12 Technology Acquisitions

*K-12 Digital Infrastructure
- Brief. Defensible and
by By Resilient



https://www.cisa.gov/resources-tools/resources/k-12-bystander-reporting-toolkit
https://www.schoolsafety.gov/
https://www.cisa.gov/k-12-school-security-guide-product-suite
https://www.cisa.gov/K12Cybersecurity
https://www.cisa.gov/topics/cybersecurity-best-practices/cybersecurity-education-career-development
https://www.cisa.gov/cybersecurity-education-resources-grades-k-5
https://www.cisa.gov/cybersecurity-education-resources-grades-6-8
https://www.cisa.gov/cybersecurity-education-resources-grades-9-12
https://www.cisa.gov/stopransomware/k-12-resources
https://www.cisa.gov/resources-tools/resources/cybersecurity-guidance-k-12-technology-acquisitions
https://tech.ed.gov/infrastructure/
https://tech.ed.gov/infrastructure/

Cybersecurity Awareness Month —October

Recognize & Report Phishing. If a link looks a little off, think before you click. It could
be an attempt to get sensitive information or install malware.

Use Strong Passwords: Use passwords that are long, unique, and randomly
generated.

Turn On Multi-Factor Authentication: You need more than a password to protect your
accounts, and enabling MFA makes you significantly less likely to get hacked.

Update Software: Don’t delay — if you see a software updated notification, act
promptly. Better yet, turn on automatic updates.



https://www.cisa.gov/cybersecurity-awareness-month

CISA Partner for K-12 - Multi-State Information

Sharing and Analysis Center (MS-ISAC)

& ms-IsAC’

Multi-State Information
Sharing & Analysis Center®

Malicious Domain Blocking and Reporting
(MDBR)

R @ CIS SecureSuite’
Membership

Albert
CIS Network Monitoring

@ CIS Controls -

v8 Resources and Tools

@) McAP

Malicious Code Analysis Platform




Cyber Resilience in Montana’s Schools

- Workshop

1. Sign up for CISA Cyber Hygiene Services (External Vulnerability Scanning)

2. State & Local Cyber Grant Program — Awareness and Download Forms

3. Incident Response Plan - Template




Cyber Hygiene Services

VULNERABILITY SCANNING

» Assess Internet accessible systems for known
vulnerabilities and configuration errors

« Work with IT or Provider to proactively mitigate
threats and risks to systems

» Provide weekly and on-demand reports of current
vulnerabilities

To start simply email to vulnerability@cisa.dhs.gov with the subject
“Requesting Vulnerability Scanning”

If you want me to help fill out the forms for you... email me at
joseph.frohlich@cisa.dhs.gov and | will help as much as possible

2019-11-25

CYBER HYGIENE

CARD LATEST SCANS

REPORT e

@) CIsA

TestOrg

Vulnerability Scans on All Hosts

November 21, 2019 — December 10, 2019
Host Scans on All Addresses

December 7, 2019 — December 10, 2019

(<) 1 ADDRESSES OWNED ADDRESSES SCANNED
———am=_ Hosts with
unsupported 4 & 4 &
software Increase of 1 Increase of 1
100% of addresses scanned
5 HOSTS SERVICES
Potentially Risky 4 & 25 &
Open Services Increaseoft ~ Increase of 4
33°A) VULNERABLE HOSTS VULNERABILITIES
Increase in 4 & 37T &
Increase of 1 Increase of 4
Wilnsrsble 100% of hosts vulnerabl

VULNERABILITIES

SEVERITY BY VULNERABILITY

PROMINENCE RESPONSE TIME

wioH
) oDays 15+ Days
MAX AGE OF ACTIVE CRITICALS
None

6
Low
0 AESOLVED
e
DAYS

0Days 30+ Days

POTENTIALLY RISKY
OPEN SERVICES

RODP FTP
. 1 A 1
. Ielnﬂ . :PC
. :MB . <?Ql.

. I;DAP ‘ :JRC
. gETBlOS - lK!erro!

® @ A

Open Open,No New Newly Opened

MAX AGE OF ACTIVE HIGHS -



mailto:joseph.frohlich@cisa.dhs.gov

State & Local Cyber Grant Program (K-12 included)

DES Home

Emergency Management Performance Grant

State Homeland Security Grant

Nonprofit Security Grant 1!
w and Local Cyber Secuﬁty-aant Program -

i C
Building Resilient Infrastructure and Communities (BRIC) -

Committee Approved Projects for Montana’s K-12

« End User Security Awareness Training (Staff)
« KnowBe4 Diamond Tier though the State of Montana Contract

« Behavior Based Endpoint Protection (Server and Workstation)
« Sentinelone - $63 per endpoint — though State of Montana

* Professional Cybersecurity Training (for IT Privileged users and Cyber

Professionals)

« Up to $4,500




CISA Montana K-12 Cyber Tabletop Exercises

In-Person (with remote option)

BiliGSIABRIZENZ024: 1:00 p.m. 5:00 p.m. MDT  y By

Montana State University City College Campus
Health Science Building, Room 117, 3803 Central Avenue, Billings, MT 59102

MISSOUISNAPHN25N2024; 1:00 p.m. 5:00 p.m. MDT

Missoula College University of Montana, 1205 E Broadway Street, Missoula, MT 59802

Exercise Objectives

* Increase the Montana K12 School Districts’ cybersecurity resilience.

» Examine Montana K12 School Districts’ information sharing procedures during a cyber
incident.

* Examine policies, plans, and procedures of Montana K12 School Districts to respond to a
significant cyber incident.

* Increase the understanding of external resources available to Montana K12 School Districts.




Incident Response Plan - Template

Basic non-technical Incident Response Plan 3 Sections

1. Key Contacts

2. Key Critical Services and their Availability

3. Incident Response Report — Non Technical
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Please provide feedback on this workshop! ‘ NG

Scan the QR code to take a short survey. =
CYBERSECURITY & —d®
INFRASTRUCTURE N
SECURITY AGENCY




